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Introduction

The Private Security Authority (PSA), established underthe Private Security Services Act
2004, isresponsible forthe regulation of the private security industry. Ourrole isto
protect the publicand clients of the security industry by promoting a quality regulatory
environmentthrough our licensing system. The PSA licenses 35,000 contractors and
employees. AsaRegulatory Body, our responsibilitiesinclude

e The licensing of individualsand contractors operatingin the following sectors:

= DoorSupervisor (Event Security)

= DoorSupervisor (Licensed Premises)

= Security Guard (Event Security)

= Security Guard (Static)

= Security Guard (AlarmMonitoring)

= Security Guard (CCTV Monitoring)

= Access Control (Installationand Maintenance)
= CCTV (Installationand Maintenance)

= |ntruderAlarm (Installationand Maintenance)
= CashlInTransit

= Private Investigator

» Locksmith

» EnforcementGuard

¢ the monitoring of the provision of security services;

¢ thespecifyingof standards and qualificationsto be observedin the provision of
security services;

e thecreation of PublicRegisters.

The functions of the PSA are outlinedin Appendix B.

Purpose

The PSA necessarily collects, processes and stores personal data from our licensees,
staff, service providers and others to meetsits obligations underthe Private Security
Services Act 2004 (as amended). Its goal isto ensure that data is retainedina way that
isinaccordance withthe EU General Data Protection Regulation, 2016/679 (GDPR) and
the Data Protection Act 2018. In accordance with Part 3 of the Data Protection Act
2018, The PSA is a ‘Data Controller’ and, as such, has significant responsibilities for
ensuringthe privacy of data subjects and the protection of personal data processed.
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GDPR defines personal data as “any information relating to an identified or identifiable
natural person (data subject)”

This definition provides forawide range of personal identifiers to constitute personal
data, includingname, identification number(e.g. PPSN), location data or online
identifier and covers all electronic, manual and image data which may be held on
computer or on manual files. The key definitions used in the GDPR are setout in
Appendix A.

Law Enforcement Directive

The Law Enforcement Directive, or ‘LED’, isa piece of EU legislation, parallel to the
GDPR, whichalso has effectfrom May 2018. As suggested by its name, the LED deals
withthe processing of personal data by data controllersfor ‘law enforcement purposes’
— which falls outside of the scope of the GDPR.

The LED is a Directive rather than a Regulation, and this requires transpositioninto Irish
domesticlaw to take effect. This transpositionis achieved through the Data Protection
Act 2018 (‘the Act’), primarily through ‘Part 5 — Processing of Personal Data for Law
Enforcement Purposes’. The PSA is a ‘competent authority’ for the purposes of LED and
processingis done for ‘law enforcement purposes’ by the C&I Division.

Under the Private Security Services Act 2004, the PSA has specificpowers that provide
the legal basis for its data processingactivities underthe LED.

o Section 8 — Functions

. Section 13 — Investigations by Authority

. Section 14 — Inspectors

o Section 15 — Power of entry and inspection

o Section 21 38 —License to Provide Security Services
o Section 39 — Investigation of Complaints

The Data Protection Principles of the Law Enforcement Directive (LED) place specific
obligations on the Private Security Authority (PSA) for the processing of personal data in
the context of its regulatory and enforcement functions within the security industry.
The PSA are committed to ensuringall provisions are implementedin relationto data
processing for law enforcementand prosecution purposes.

Scope

This policy appliestoall personal data collected, processed and stored by the PSA in
respectofallindividuals, (i.e. applicants, licence holders and staff) by whatever means
including paperand electronicrecords. This Policy takes account of best practice inthe
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area of data protection using resources available on the website of the Office of the
Data Protection Commissionerand the European Commission.

Data Protection Principles

The six principles of the General Data Protection Regulation (GDPR) require that
personal data is:

e Processedin away thatislawful, fairand transparent;

e Collected for specified, explicit and legitimate purposes and not further
processedin a manner that isincompatible with those purposes;

e Adequate, relevantandislimitedtowhat is necessary;
e Accurate and keptup to date;

e Keptin a form which permits identification of data subjects for no longerthan
is necessary for the purposes for which the personal data are processed;and

e Processedina mannerthat ensuresappropriate security of the data.

Application of Data Protection Principles in the PSA

Article 5(2) of the GDPR also obligesthe PSAto “be responsible for, and be able to

demonstrate, compliance with the principles”. The PSA’s policies and procedures are
designed to ensure compliance with these principles.

Personal data must be processed in a way that is lawful, fairand transparent?

Article 6 of the GDPR allows for the processing of personal data where ‘processing is
necessary for compliance with a legal obligation to which the controller is subject’.
Section 37(1) of the Data Protection Act 2018 further states that processing is lawful
whereitis required for ‘the performance of a function of a controller conferred by or
under an enactment or by the Constitution.’ The majority of personal data processing by
the PSAis carried out as part of theirlegal obligationsunderthe Private Security Services
Act 2004.

Occasionally the PSA will carry out the processing of data in the public interest.
Article 6.1(e) of the GDPR allows forthe processing of personal datawhere ‘processing is
necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller’. Table 2 in Appendix B, lists tasks
carried out in the publicinterest by the PSA, for which personal data may also be
processed.

In some circumstances the PSA may request the consent of the data subject to
process their data. In such cases, consent will be sought at the time that the data is
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collected and the data subject will be advised that they can withdraw theirconsent at
any stage during processing. The PSA will be fully transparent in relation to how
personal data collected is used, in particular ensuring that the data is not used in a
way that a data subject would not expect.

Personal data can only be collected for specific, explicit and legitimate purposes

The PSA processes personal data only for the purposes for whichitis collected. Any
further proposed processing of data (regardless of apparent compatibility with
original purpose) will be the subject of an impact assessmentto ascertain if it posesa
risk to the rights and freedoms of the data subject. This assessment may take the
format of a Data Protection Impact Assessment (see Section 5.5below)

Personal data must be adequate, relevant and limited to what is necessary for
processing (data minimisation)

The PSA will ensure that the data collected and held is the minimum amountrequired for
the specified purpose. The PSA will not collect personal data unnecessaryto the
business purpose. All personal data requestsissued by the PSA will clearly state the
business purpose forthe collection of such data.

Personal data must be accurate and kept up to date

Inorder to ensure that the functions of the PSA are delivered efficiently and effectively,
the PSA will ensure that, where possible, all personal data held is kept accurate and
up to date. PSA Divisions holding personal data are responsible for ensuring that all
manual/computer procedures are adequately maintained and that, where notified of
inaccuracies, the personal data is corrected in a timely manner.

Data subjects have the right to have inaccurate data held by the PSA updated or
erased, as appropriate.

Personal data is only held for as long as is necessary

The PSA will ensure that a data retention policy is in place, which establishes the
length of time that personal data is retained and the purpose(s) of itsretention. The
PSA will ensure that data will not be retained for longer than it is required and will be
properly destroyed/deleted whenitis nolongerneeded.

In this regard, it is important to note that the PSA has limited control inrelation to
record destruction due to obligations which arise under the Freedom of Information
Act, 2014.
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Personal data is processed in a manner that ensures appropriate security of the data
The PSA works with the Department of Justice and Equality to maintain the highest
standards of technical, organisational and physical security measures. IT systems used
by the PSA are managed and maintained by the Department’s ICT Division. Service
level agreements are in place with the Department and are reviewed and updated
as necessary, to provide assurance to the PSA that systemsare secure and personal
datais protected.

PSA staff will undertake trainingin relation to their personal responsibilities forthe
protection of personal data.

GDPR - Rights of ‘data subjects’
Subjectto Section 60 of the Data Protection Act, 2018 and any associated Regulations,
the GDPR specifiesthe following rights for data subjects:

right to be informed/right of access

e right to rectification

* rightto erasure

e right to restrict processing

e right to data portability

e rightto objectto processing

e rightsinrelationto automated decision makingand profiling.

Right to be informed and right of access

As noted previously Data Subjects have the right to be informed by the PSA about the
collectionand use of their personal data. In addition, they have the right to access their
personal data and other supplementary information, as appropriate.

The PSA has implemented procedures to ensure that all such Subject Access Requests
(SAR) are responded to within the one month period as required under Article 12 of
the GDPR.

Right to rectification
Data subjects have the right to have inaccurate personal data held by the PSA
rectified and to have incomplete personal dataupdated so that it is complete.

On receipt of a requestfrom a data subject forrectification of their personal data, the
PSA will take reasonablesteps to ensure thatthe data heldisaccurate and will ensurethat
datais rectified, where necessary.
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Right to erasure

Article 17 of the GDPR provides forthe right of data subjectsin certain circumstances to
have their personal data erased (‘rightto be forgotten’). The rightto erasureisnotan
absolute rightand does notapply in circumstances where PSA’s processing of personal
data isnecessary in particular:

> For the performance of legal duties carried out by the PSA ortasks carried out in
the publicinterest (Appendix B, Tables 1&2)

> For archiving purposes in the publicinterest, scientificresearch, historical
research or statistical purposes; or

> Where the data is required for the establishment, exercise or defence of legal
claims.

Where a data subjectis of the opinionthat elements of personaldata held by the PSA is
incorrect, they may make arequestin writing to have such data permanently erased. The
PSA will review all such requestsand, where appropriate, will erase the data in
question.

Right to restriction of processing
A data subject has the right obtain a restriction of processing of their personal data
where any one of the followingapplies:

e The data subject contests the accuracy of theirdata. The restriction will apply
for a period enablingthe PSAto verify the accuracy of the personal data;

e The processingis unlawful and the data subject does not wish to have the
data erased, but rather wishestorestrict its’ use;

e The PSA no longer requires the data in question but the data subject seeks its’
retentioninorder to establish, exercise ordefend alegal claim; or

e Thedata subjecthasobjected tothe processing of their data by the PSA pending
verification from the PSA on whether the legitimate grounds for processing
overridesthe data subjects concerns.

As a matter of good practice, the PSA will restrict the processing of personal data
whilst a review of the accuracy of the data and/or the legitimate grounds for
processingthe data is carried out. This restriction of processing will take into account
any Regulations made underSection 60 of the Data Protection Act, 2018.

Right to data portability
The collection of a significant proportion of personal data by the PSA is lawful in
accordance with Article 6.1(c) of the GDPR i.e. ‘necessary for compliance with a legal
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obligation to which the controller is subject’.

In cases where the PSA has collected personal data from a data subject by consentor
by contract, that datasubject can requestthe PSA to provide the datain electronicformat
in order to provide it to another Data Controller. The PSA will comply with all such
legitimate requests.

Right to object to processing

Under Article 21 of the GDPR, data subjects have a right to objectto the processing of
their personal data in specific circumstances. Where such an objection is received, the
PSA will assess each case on its’ individual merits.

Right not to be subjected to automated decision making

Data subjects will have the right not to be subjected to a decision based solely on
automatic processing, including profiling, that have a legal or similarly significant
effectonthem.

The PSA does not issue decisions based solely on automatic processing.

Complaints

Data subjects who may be concerned that theirrights underthe GDPR are not upheld by
the PSA can contact the PSA’s Data Protection Officer (DPO). The DPO will engage
with the data subject in order to bring their complaint to a satisfactory
conclusion. The DPO can be contacted at info@psa-gov.ie

Where the complainttothe DPO cannotbe resolved, the datasubject willbe informed in
writing and will be further informed of their right to bring their complaint to the Data
Protection Commission.

Responsibilities of the Private Security Authority
The PSAis responsible forthe following:

Implementing and maintaining appropriate technical and organisational measures
for the protection of personal data.

The PSA, together with the Department of Justice and Equality have implemented
appropriate technical and organisational measures to ensure that all data held under its
control is secure and is not at risk from unauthorised access, eitherinternal or
external. Measures for the protection of personal data are reviewed and upgraded,
where appropriate, on an ongoing basis.
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Maintaining a record of data processing activities
The PSA maintainsawritten record of all categories of processing activities forwhichitis
responsible inaccordance with GDPR Article 30

Data Protection agreements with Personal Data Recipients

On an ongoing basis, the PSA puts in place appropriate contracts / memoranda of
understanding / bilateral agreements with third parties with which personal data is
shared. This includes state agencies and other government departments. The
agreements specify the purpose of sharingthe data, the requirements forsecurity of
the data and the requirements for termination of the agreement and the return /
deletion of the data shared. All such agreements must be in accordance with the
relevant statutory provisions of each body.

Data Protection by design and default

In accordance withArticle 25 of the GDPR, the PSA implements technical and
organisational measuresto give effectto the principles of the protection of personal
data and to ensure that, by default, only personal data necessary for each specific
purpose of the processingare processed. Such measures include the development of
organisational policies and proceduressuch as Acceptable Usage Policy and Digital
Communications Policy and the implementation of security measuresto secure the
data.

Data Protection Impact Assessment (DPIA)

Where the PSA considers that proposed processing (in particular processing that
involves new technology), poses a high risk to the rights and freedoms of the data
subjectsinvolved, the PSAwill carryout a DPIA. The PSA’s Data Protection Officer
will be consulted in relation to each DPIA completed. Where technical and/or
organisational measures proposed will not mitigate the high risks previously identified,
the Data Protection Commission will be consulted as appropriate.

Transfer of personal data outside of the European Union

The PSA does not currently transfer any personal data outside of the European Union
and has no plansto do so. If inthe future this changes, the PSA will ensure that, prior
to transferring any personal data outside of the European Union, appropriate
safeguardsare in place.

Personal data breaches

The GDPR defines a personal data breach as meaning ‘a breach of security leading to
the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data transmitted, stored or otherwise processed’.
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A clear assessment procedure and Standard Operating Procedure (SOP) for data
breaches isto beimplemented. All staff in the PSA will notify the PSA’s Data Protection
Officer (Paul Chappell) and the PSA Data Officer (Keith Nolan) where theyidentify or
suspect a breach of personal data. Adetailed SOP for handling data breaches will be circulated
annually by the Data Protection Officer. In accordance with GDPR, the DPO will notify the
Data Protection Commission without undue delay where a breach is likely toresultin a
risk to the rights and freedoms of the data subject(s) involved.

The DPO will be the point of contact for the Office of the Data Protection Commissioner
(DPC) and submitany required report to the Office of the DPC. Where a high risk is
identified, the DPO will arrange for the data subjects to be notified. The Data Breach
and Data Incident Handling Standard Operating Procedures (SOP) for the PSA can be
found in APPENDIX C.

Personal Data Governance

Compliance withthe GDPR is a key requirementforthe PSA. The PSA’s compliance
framework will detail the arrangements in place to oversee, monitor and ensure
compliance with data protection legislation.

Employee Responsibility

PSA Employees play a crucial role in ensuringthat the PSA collects, processes and stores
personal data from our licensees, staff, service providers and othersto meetsits
obligations underthe Private Security Services Act 2004 (as amended). Staff are
obligated to ensure that PSA’s policies and procedures are implemented correctly to
ensure compliance with these principles. PSA staff will undertake training inrelation to
theirpersonal responsibilities for the protection of personal data.

Data Protection Roles

The Data Protection Officer

In compliance with GDPR Article 37.1(a) of GDPR, the PSA has a designated Data
Protection Officer (DPQ). In accordance with Article 38, the PSAwillinvolvethe DPOina
timely mannerinallissues whichrelate to the protection of personal dataand will
support the DPO in performing the tasks referred to in Article 39 Tasks of the Data
Protection Officer. The tasks assigned to the PSA Protection Officerin Article 39
include the following;

e Informing and advising the PSA and staff who process personal data, of their
obligations underdata protection legislation;

e Monitoring compliance with the GDPR and the Data Protection Act 2018 and the
policies of the PSA in relation to the protection of personal data, including the
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assignment of responsibilities, awareness-raising and training of staff and the
related audits.

e Providing advice where requested as regards the data protection impact
assessmentand monitoringits performance
e Cooperatingwith the Data Protection Commission

e Acting as a contact point for the Data Protection Commission on issuesrelatingto
processingand prior consultation.

The Data Officer

The Data Officer (DO) will play a key role in improvingthe management of data within
the PSA. They will work with key stakeholders and decision makers within the PSA to
identify how the Data Sharing and Governance Act can be implemented effectively. As
such, the DO will coordinate and prepare Data Sharing Agreements by engaging with all
internal contributors to assess the need for data sharing and provide support for the
sharing and governance of that data.

It’s important to note that the DO role is distinct from the Data Protection Officer (DPO)
rolein an organisation. The DPO is still responsible forensuring that data is compliant
with Data Protection law and consistent with GDPR. The Data Officershould be
someone who will act as a champion for data-sharing in their organisation, offeringan
insightinto to the data sharing practices and projects in their organisation and sharing
updates on related work. The DO will play a key role in the new process for sharing
data. It isalso envisaged that the DO will:

» ldentify opportunities within the organisation for data sharing under the Act and
work with the DGU on any matters or queriesinrelationto the Act.

» Promote the sharing of data, and improved data managementand practices
withintheirorganisation.

» Act as asingle point of contact between theirorganisation and the DGU. This will
allow us to ensure full and open communication on initiatives beingundertaken
by the DGU. It will also allow you to keepthe DGU up to date with data-sharing
progress in your organisation. The DGU will keep you fully informed about
developmentsinthe area of Data Strategy, Data Policy, Data Analytics and the
work of the Data Governance Board.

It should be noted that the Data Officerroleis a differentresponsibility fromthe Data
Protection Officerrole inthat the firstis responsible foradvocating and seeking
opportunitiesto share data and the second is responsible forensuring all data sharing is
compliantwith GDPR and all relevantlegislation. Consequentlyitisimportant that
these rolesshould NOT be filled by the same person.

-13-|Page



(e ) An tUdarés Slandala Priobhaidi
N/ The Private Security Authority

Data Protection Contacts

Data Protection Officer

Mr. Paul Chappell

The Private Security Authority
Davis Street

Tipperary Town

Co. Tipperary

E34 PY91
Phone: 062 32615
Email: info@psa-gov.ie

Office of the Data Protection Commission
21 Fitzwilliam Square South

Dublin 2

D02 RD28

Phone: 0761 104 800

Email: info@dataprotection.ie
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APPENDIX A

Key definitions used in Data Protection legislation

GDPR refers to the EU General Data ProtectionRegulation, 2016/679 (GDPR).

Personal Data means any information relating to an identified oridentifiable natural person(‘data
subject’); anidentifiable natural person is one whocan beidentified, directly orindirectly, in
particularby referenceto an identifier such as a name, anidentification number, location data, an
onlineidentifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural orsocial identity of that natural person.

Data Subject is anindividual whose personal datais processed.

DPIA means Data Processinglmpact Assessment. Atemplate DPIAmustbe completed in any
circumstance where a Private Security Authority (PSA) business unit proposes to process personaldata.
Article 35 prescribes thata Data Protection Impact Assessment (DPIA) shall be conducted by a Data
Controllerwhere a type of data processing(in particular using new technologies) is likelyto resultina
high risk to therights andfreedoms of individuals. Article35(3)sets outa number of specificinstances
in which Data Controllers must conduct a DPIA. Similarly, Section 84 of the Data Protection Act requires
a DPIAfor Law Enforcement Data (LED).

DPO means Data Protection Officer (Paul Chappell)

Personal Data Breach means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data. Thisincludes breaches thatare
the resultof both accidental anddeliberate causes.

Private Security Services Act refers to the Private Security Services Act 2004 (as amended).

Processing means any operation or set of operations which is performed on personaldata, by manual
or automated means, such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction.

Special categories of data means any data which reveals racial or ethnicorigin, political opinions,
religious or philosophical beliefs, or trade unionmembership, genetic data, biometric data uniquely
identifying a natural person, data concerning health or data concerning a natural person’s sex|ife or
sexual orientation.

Data Controller means the natural or legal person, publicauthority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data. (i.e. PSA
is a datacontroller)

Data Processor means a person, public authority, agency or other body who processes
personal data on behalfof the controller.
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APPENDIXB

Table 1 - Functions of the Private Security Authority Include

Granting of licences to individuals and contractors providing security services

Monitoring the provision of security services

Specifying standards and qualifications to be observed in the provision of security

services.

Creation and Maintenance of Public Register of Licensees

Table 2 —Private Security Authority - Public Interest Tasks

| Communication with Citizens

Communication with Members of the Oireachtas

Internal Government Communications

Administration of Official Duties
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APPENDIX C

Data Breach and Data Incident Handling Stand Operating Procedure (SOP)
for the PSA

Introduction

Breaches of information security/confidentiality could potentially compromise business operations and be
damaging to the Private Security Authority (PSA) as a whole. Such breaches could also pose a threat to the
personal safety or privacy of an individual(s). 1t should be noted thatthe PSA treat data breaches very
seriously and any employee who becomes aware of a likely data breach and fails to notify the relevant officer,
or any negligent or malicious action by an employee resulting in a data breach may be subject to the PSA’s
disciplinary procedure depending on the severity of the breach. Examples (not exhaustive) of these types of
incidents include:

Emails been sent to the wrong person

Damage toor theft/loss of personal information (either manual or electronic);
Leaving personal information/records in a public area;

Incorrect disposal of personal information where no longer required;

Unauthorised access to personal information;

Unauthorised disclosure of personal information in any format including verbally;
Transfer of personal information to the wrong person (by email, fax, post, or phone);

Sharing of computer IDs and passwords.

YV V. ¥V VWV VYV V¥V VYV VYV V

Phishing and malware attackson the IT system

While this document focus on what a staff member should do in the event of a Data Incident or Data Breach,
the following procedures would also be applicable to Data Processors.

Procedures to be followed if a Breach or Data Incident occurs or is suspected

Every breach must be taken seriously and reported according to the process as follows. |f thereis any doubt
about what constitutes a breach or a data incident, staff should contact the Data Protection officer (DPO) or a
member of the senior management team.

IT related data Incidents

If the Breach involves a mailbot (emails being sent withoutyou clicking “send”) or suspicious
activity on your screen, disconnect your computer from the network and turn off the machine.

If this or any other breach is IT related, immediately contact Paul Chappell (the DPO) who will
contact the IT helpdesk so that containment measures can be deployed.
IT Support Contact No. 01 602 8888
Email: helpdesk@justice.ie

Then contact the DPO ASAP.
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DPO Contact No. 087 4946792
Email: PChappell@psa-gov.ie

Once this isdone the followingsteps should be implemented.

First Steps (usually the staff member)

1. Where a member of staff suspects that a breach has occurred (including “Outside of Working Hours”,
or has been informed that a breach has occurred, they must report this immediately to their Line
Manager and tothe DPO.

2. The reporting staff member and/or line manager to fill in the relevant portions of the Breach Report
Form (see below)

Containment and Reporting Assessment of a Breach/Data Incidents
1. The DPO will:

a. Implementimmediate containment measures if possible
b. Recordthe incident in the Breachlog

c. With The Data Officer (Keith Nolan), undertake anassessment of risks (including a breach
reporting assessment) involved in the incident in terms of the potential adverse consequences
for individuals and how likely these are to happen

2. Following these assessments and in consultation between the CE, DPO and Data Officer, it will be
determined:

a. Whether further containment action can be implemented
b. Whether additional investigation is warranted
¢. Who needs to be notified of the breach.

i. Ifthe breachposes a Risk to the Data Subjects involved, the Data Protection
Commission will be informed within 72 hours of first becoming aware of the breach

ii. Ifthe breach poses a high Risk to the Data Subjects involved, the Data Protection
Commission will be informed within 72 hours of first becoming aware of the breachas
will the Data Subjects involved (if it is possible to do so

iii. If appropriate other bodies may be consulted / briefed such as An Garda Siochana and
the Depart of Justice.

3. The Data Protection Officer will be the point of contact for the Office of the Data Protection
Commissioner and submit any required report to the Office of the Data Protection Commission.

Further investigation and Preventative measures
4. Where it is determined, based on the Risk assessment, that the data breach represents a high risk to
the data subject or toa significant number of data subjects in circumstanceswhere the dataiis
extremely sensitive or where there is significant media interest in the breach, the Chief Executive will
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convene a meeting with the Data Officer and the DPO to review actions taken and to agree on the
next steps in the process.

5. Where appropriate, the DPO or nominee will lead aninvestigation to establish the circumstances of
the incident, the extent of any loss and the implications for the organisation, which may involve
interviewing staff or third parties involved. Such a report will include preventative measures that
should be implemented to ensure that a similar incidence does not reoccur.

6. The DPO will take action to ensure that lessons learned from the incident are applied to existing
policies and practices. This mayinclude implementing changes to or introducing additional systems of
control, increasing awareness of information risk, or disseminating lessons learnt.

Breaches “Out of Hours”

Itis noted that data breaches which require a PSA response may first come to light in the media. Itis
therefore critical that the PSA has in place an 'out of hours' system to manage and respond to data breaches.
Therefore, the following steps will be applied if such a breach occurs:

e Qutside of normal working hours (e.g. weekends, bank holidays, etc.)the Data Protection Officer
(DPQ) is responsible for managing 'out of hours' breach reporting.

e Toreport a personal data breach incident outside of normal working hours, contact can be made to
the PSA Data Protection Officer (DPO) Paul Chappell (contact: 087-494-6752), who will in turn contact
the Data Officer (Keith Nolan) and Chief Executive (John Phelan).
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THE PRIVATE SECURITY AUITHORITY - HIGHLY CONFIDENTIAL

FORM FORREPORTING A SUSPECTED INFORMATION SECURITY / DATA BREACH

FIRST INSTANCE RESPONSE

Your Name: | Division:
Today’s Date: | Tel No: | E-mail Address:
Date of Incident: | Time of Incident:

Brief Description of Incident: (include possible impacted data subjectsetc...)

To your knowledge was any of the following involved?

Telephone ] Theft ]

Fax ] Fraud O]

Photocopier ] Unauthorised Access ]

Computer Hardware ] Customers ]

E-mail L] Third Parties L]

Internet download ] Copyright ]

Virus ] Other (specify below) ]

Was any Internal or Confidential information compromised? Y N
L] L]

Who Was Notified: | Time of Notification:

DPO / MANAGERS RESPONSE
Your Name: | Position:
Today’s Date: | TelNo: | E-mail Address:
Containment Actions:

Brief Description of Any
cIar|f|ca_t|on_/mvestlgatlon undertaken / «  Immediately contain the breach by:
Determination of whether a breach has o  stopping the unauthorized practice
occurred: o recovering the records

o shutting down the system that was breached
. Correcting weaknesses in physical security.
. Contact your DPO or the person responsible for

privacy and security in your organization.

o Notify the Guards if the breach involves theft or other
criminal activity)

For example:

Evaluate the risks associated with the o i L
Breach Determining who requires to be Notified:

(Eg. Personal Information Involved; Cause and Extent of
the Breach; Individuals Affected by the Breach;
Foreseeable Harm From the Breach)

Preventative measure:
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